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What the Transnet and Jaguar Land Rover cyber attacks
mean for South African trade

7TH OCTOBER 2025

herecent cyber-attack on UK’s Jaguar Land Rover

(first detected at the end of August 2025) is not justan

IT problem for a single OEM: it is alive demonstration
of howdigital contagion cascades through modern supply
chainsand into national economies. Theimmediate
consequence - prolonged factory shutdowns, blocked
ordering and registration systems and disrupted supplier
payments - rapidly translates intolost production, cashflow
stress for tier-1and smaller suppliers,and delayed deliveries to
dealers and fleet customers.

Andthisisnotanisolatedrisk. South Africalearned asimilar
lesson in 2021 when Transnet, operator of the country’s ports
andrail network, suffered a ransomware attack that forced it
todeclare force majeure at several container terminals,
including Durban, Cape Town and Port Elizabeth. Durban,
which handles nearly 60% of South Africa’s container traffic,
was paralysed, with refrigerated exportslike citrus at risk of
spoilageasreefer plugs ran short. Theincident tookabouta
week to stabilise, costing exporters millions of rand per day
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and exposing how vulnerable South Africa’stradearteriesare
todigital disruption.

Countrieslike South Africa, which both import finished
vehiclesand form part of global supplier networks, the effects
aretangible: slower deliveries tolocal dealers, difficulty
obtaining specific components or spare parts and knock-on
impacts for businesses that rely on vehicle availability - such
aslogistics firms, service workshops and rental fleets.

For South Africa, thelessonsare sobering. Local exportersin
sectorslike citrus,automotive parts,and mining rely on digital
platforms to connect with international buyers and move
goods efficiently through ports. A major breach could leave
exports stranded, buyers frustrated,and hard-earned market
credibility at risk.

Many companies still prefer to downplay or remain silent
about cyber incidents because of reputational risk: fear that
customers, investors and partners will lose trust. Yet past
cases show that secrecy often compounds the harm. British
Airways’ 2018 data breach, followed by a high-profile
investigation and alarge regulatory fine, eroded public
confidenceandinvited prolonged media and regulatory
scrutiny. Thelessonis clear: opacity can turnatechnical
incidentintoalong-running crisis.

Transparency is therefore not merely ethical, itis strategic.
Prompt, factual disclosureallows supply-chain partnersto
take protective steps (segmentation of networks, suspension
of risky integrations, alternative sourcing), preserves
customer trust through honest communication, and reduces
thelikelihood of speculation that damages brand value. It also
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helps governments and industry bodies coordinate targeted
support, whichis especiallyimportant where small suppliers
orlocal economies are exposed.Inthe JLR casethe UK
government’s engagement to protect the wider supply chain
underlines that collective response matters.

In South Africa, thelessons are sobering. Local exportersin
sectorslike citrus,automotive parts,and mining rely on digital
platforms to connect with international buyersand move
goods efficiently through ports. A major breach could leave
exports stranded, buyers frustrated,and hard-earned market
credibility at risk.

For South African stakeholders theimmediate priorities are
clear: dealers and fleet operators should check contractual
provisions, confirm schedules with OEM partners, and review
spare-parts inventories; suppliers should verify payment
terms and seek confirmation of continued support;andall
parties mustaccelerate cyber-hygiene and incident-response
planning. Aboveall, the episode should trigger a pragmatic
shift: treat cyber resilience as a supply-chain priority,notanIT
footnote.

Cyber resilience is nowas criticalas physical infrastructure. If
South Africawants to positionitselfasatrusted regional
logistics hub for BRICSand African trade, it must show trading
partnersthatits digital infrastructureis secureandreliable.
Conversely, ifthe countryis seenas fragile or unprepared for
cyber threats, global shippers may divert cargo flows
elsewhere.

Building resilience therefore requires more than firewalls. It
means diversifying supply routes, segmenting I'T and
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operational systems, investing in real-time monitoring,and
training people to respond quickly toincidents. n
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